Deploying esup-helpdesk with CAS, Shibboleth and
application users

This page shows how the esup-helpdesk application can be deployed with CAS, Shibboleth and application authentications.

Shibboleth

Frontal server

The Shibboleth authentication is performed by a frontal Apache proxy server with mod_shib (e.g. frontal.domain.edu). This server proxies all the requests
to an application server (e.g. application.domain.edu), served by Tomcat and on which the esup-helpdesk application is installed.

<Virtual Host frontal.domain. edu: 80>
Server Nanme frontal.domain. edu
Vi rt ual Docunent Root / dat a/ webapps/ frontal . domai n. edu
ProxyPass /esup-hel pdesk aj p://application.domain. edu: 8080/ esup- hel pdesk m n=0 nax=100 snax=50 ttl =10
ti meout =60
Proxypass /shibboleth !
ProxyErrorOverride On
Error Docurment 403 "You are not allowed!"
<Location ~ "/esup-hel pdesk/ styl esheet s/ shi bbol et h. faces">
Aut hType shi bbol et h
Shi bRequi reSessi on On
require valid-user
</ Locati on>
</ Vi rtual Host >

CAS

Application server until version 3.29.11

The configuration of esup-helpdesk on the application server is:

/build.properties

qui ck-start=true

tontat. host =front al . donai n. edu
tontat . aj p- port=8080

tontat. cas- port =80

t ontat . pat h=/ esup- hel pdesk

Iproperties/config.properties

aut h. useCas=t rue

aut h. useShi bbol et h=t rue

aut h. useAppl i cation=true

cas. url =https://cas. domai n. edu

app. servletUrl =http://frontal.domai n. edu/ esup- hel pdesk

Application server from version 3.30

The configuration of esup-helpdesk on the application server is:



/WEB-INF/web.xml

<filter>
<descri pti on>
The CAS filter, used to authenticate users.
</ descri ption>
<di spl ay- nane>CASFi | t er </ di spl ay- nane>
<filter-name>CAS Filter</filter-name>
<filter-class>
edu.yale.its.tp.cas.client.filter.CASFilter
</filter-class>
<i ni t - paranp
<par am name>
edu.yale.its.tp.cas.client.filter.loginUrl
</ par am nanme>
<par am val ue>
https://cas. donui n. edu/ | ogi n
</ par am val ue>
</init-paranme
<init-paran>
<par am name>
edu.yale.its.tp.cas.client.filter.validateUrl
</ par am nanme>
<par am val ue>
https://cas. donui n. edu/ servi ceVal i date
</ par am val ue>
</init-paranmp
<init-paran>
<par am name>
edu.yale.its.tp.cas.client.filter.serverNane
</ par am nanme>
<par am val ue>hel pdesk. domai n. edu</ par am val ue>
</init-paran>
<i ni t - paranp
<par am nane>
edu.yale.its.tp.cas.client.filter.wapRequest
</ par am nanme>
<par am val ue>t rue</ param val ue>
</init-paran>
</filter>
<filter-nmappi ng>
<filter-name>CAS Filter</filter-nanme>
<url -pattern>/styl esheets/cas. faces</url-pattern>
</filter-mappi ng>

Iproperties/config.properties

aut h. useCas=t rue

aut h. useShi bbol et h=t rue

aut h. useAppl i cation=true

cas. url =https://cas. domai n. edu

app. servl et Url =htt p: // hel pdesk. domai n. edu
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