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Rappel - ProxyCAS

Le ProxyCas classique nécessite que le service cible soit cassifié.

Pour ce faire, on peut cassifier l'authentification du service cible (serveur sftp, serveur imap , ...) via pam_cas par exemple -ou encore mod_cas d'apache
pour un service web livré par apache, etc..

Dans ce cadre, uPortal, qui agit en proxyCAS, peut alors transmettre a la portlet qui le demande (telle gu'email-preview, esup-filemanager, ...) un
casProxyTicket qui permettra une authentification sur le serveur CAS.

Ce mécanisme (et la mise en place) est décrit sur cette page ci-avant.

Limitations du ProxyCAS
D'autres services proposent une authentification moins souple, non maitrisée, non cassifiable.

C'est le cas notamment des services proposeés par les solutions Microsoft Windows: Microsoft Exchange, montages CIFS Windows.
Ceux-ci ne sont pas cassifiables et donc le proxyCas ne peut fonctionner avec eux.

Solutions abordables éventuellement envisageables (!)

Une solution abordable (hors mécanismes kerberos et similaires) est alors de revenir & une authentification classique : s'authentifier sur ces services avec
le username/password de I'utilisateur. Il faut donc que la portlet en ait connaissance.

On peut alors :

» redemander a I'utilisateur de ressaisir son password dans un formulaire dédié a la portlet ;
« utiliser un password commun/générique (voire un username/password commun/générique)

* récupérer le password en clair depuis une base de données, le Idap, ...
® .. ou encore récupérer le password en clair depuis le serveur CAS

Cette derniére option s'appelle le clearPass CAS.

! Suivant vos contraintes en matiére de SSI, ces différentes solutions ne sont pas forcément toutes acceptables.

Mise en place du clearPass CAS

Le clearPass CAS permet a uPortal de récupérer le mot de passe en clair de I'utilisateur depuis CAS. Ce mot de passe peut ensuite étre fourni a toute
portlet demandant I'attribut utilisateur "password".

Aussi la mise en place de cette extension du protocole CAS se fait :

® sur CAS
® et sur Esup-uPortal

Pour CAS, nous vous référons a ces documentations : https://wiki.jasig.org/display/casum/clearpass - si vous utilisez memcached, cette page est a
consulter également : https://wiki.jasig.org/display/CASUM/ClearPass+and+Multiple+Server+Configurations

Pour uPortal, nous vous référons a cette documentations : https://wiki.jasig.org/display/UPM40/Caching+and+Re-playing+Credentials

Un exemple de mise en place du clearPass sur une portlet peut étre esup-filemanager montant des espaces windows en cifs avec une authentification
clearPass.

Blocs des configs uPortal pour prise en compte du clearPass

-> Git diff depuis un Esup-uPortal 4.15
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diff --git a/uportal -war/src/main/resources/properties/contexts/portletContainerContext.xm b/uportal-war/src
/ mai n/ resour ces/ properties/contexts/portl et Cont ai ner Cont ext . xni
i ndex 5b5leeb..d97e3f8 100644
--- aluportal -war/src/main/resources/properties/contexts/portletContainerContext.xnl
+++ b/ uportal -war/src/ mai n/resources/ properties/contexts/portl et Contai ner Cont ext . xmn
@-114, 10 +114, 10 @@
| NOTE: CQher configuration is also needed to obtain and cache the user's password so this bean can
provide it.
| See the uPortal manual https://wki.jasig.org/display/ UPMA0/ Cachi ng+and+Re- pl ayi ng+Cr edenti al s.
-->
- <! --bean id="cachedPasswordUser | nf oServi ce"
+ <bean i d="cachedPasswor dUser | nf oSer vi ce"
class="org.jasig.portal.portlet.container.services. CachedPasswor dUser | nf oServi ce">
<property name="decrypt Password" val ue="fal se"/>
- </ bean-->
+ </ bean>

<bean i d="portal Adm ni strationService" class="org.apache. pluto.driver.container.
Def aul t Port al Admi ni strationService">
<property nanme="admi ni strativeRequestListeners">

diff --git al/uportal -war/src/ main/resources/properties/portal.properties b/uportal-war/src/min/resources
/properties/portal.properties
i ndex f1b4028..16ded0Oc 100644
--- aluportal -war/src/ main/resources/properties/portal.properties
+++ b/ uportal -war/src/main/resources/properties/portal.properties
@ -457,7 +457,7 @@org.jasig.portal.portlets.googl eWebSearch. search.result.type=googl eCust om

## PORTAL_HOME (see applicationContext.xm). This is used to encrypt the user's password stored in-nenory in
the

## security context so malicious code or a hacker is less likely to obtain user's credentials.

#it
-org.jasig.portal.portlets. passwordEncrypti onKey=changene
+org.jasig.portal.portlets. passwordEncrypti onKey=esup_changene_encrypti on-key

#it
## Duration in mlliseconds between attenpts to retrieve the user's password from CAS C earPass (if enabled).
diff --git al/uportal-war/src/ main/resources/properties/security.properties b/uportal-war/src/nain/resources
/ properties/security.properties
i ndex 19aef 54..60b64a7 100644
--- aluportal -war/src/ main/resources/properties/security.properties
+++ b/ uportal -war/src/ mai n/resources/properties/security.properties
@ - 46,8 +46,8 @@
## This is the factory that supplies the concrete authentication class
root =org.jasig.portal.security.provider.Uni onSecurityContextFactory
-root.cas=org.jasig.portal.security.provider.cas.CasAssertionSecurityContextFactory
+root.cas=org.jasig.portal.security.provider.cas. cl earpass. Passwor dCachi ngCasAsserti onSecurityCont ext Factory
root.sinple=org.jasig.portal.security.provider.SinpleSecurityContextFactory

## princi pal Token and credneti al Token decl are what tokens
@-95,7 +95,7 @ authorizationProvider=org.jasig.portal.security.provider.AuthorizationServiceFac
org.jasig.portal.channels. CLogi n. CasLogi nUrl =https://cas.univ-ville.fr/login

## URL of the CAS cl earPass password service
-#org.jasig.portal.security.provider.cas.cl earpass. PasswordCachi ngCasAsserti onSecurityContext Factory.
cl ear PassCasUr | ==${ envi ronnent . bui | d. cas. prot ocol }://${envi ronnment. bui | d. cas. server}${envi ronnent . bui | d. cas.
context}/cl ear Pass
+org.jasig.portal.security.provider.cas.cl earpass. PasswordCachi ngCasAsserti onSecurityContextFactory.
cl ear PassCasUr | =https://cas. univ-ville.fr/clearPass

#it
## Local Only Authentication

Blocs des configs Jasi-CAS pour mise en place de I'extension clearPass
Ce diff correspond a la mise en place de I'extension clearPass sur un CAS 3.5.2.1 et configuré initialement en utilisant Memcached pour stocker les tickets
CAS.

De fait on configure ici clearPass en utilisant Memcached pour stocker les passwords (sous forme hashée/encryptée au niveau du memcached).



diff --git al/.project b/.project
i ndex d9361f4..f8771ca 100644
--- al.project
+++ b/ . project
@-11,19 +11,13 @@
</ ar gunent s>
</ bui | dCommand>
<bui | dComrand>
- <nane>or g. maven. i de. ecl i pse. maven2Bui | der </ name>
- <ar gunent s>
- </ ar gunent s>
- </ bui | dCommand>
- <bui | dComrand>
<nane>or g. ecl i pse. nRe. cor e. maven2Bui | der </ nane>
<ar gunent s>
</ ar gunent s>
</ bui | dComrand>
</ bui | dSpec>
<nat ur es>
- <nat ure>org. ecl i pse. n2e. cor e. maven2Nat ur e</ nat ur e>
<nat ur e>or g. ecl i pse. j dt. core.javanat ur e</ nat ure>
- <nat ur e>or g. maven. i de. ecl i pse. naven2Nat ur e</ nat ur e>
+ <nat ure>org. ecl i pse. n2e. cor e. maven2Nat ur e</ nat ur e>
</ nat ur es>
</ proj ect Descri pti on>
diff --git alcas-server-webapp/pom xm b/cas-server-webapp/ pom xm
i ndex 22d2903. . f3d8329 100644
--- alcas-server-webapp/ pom xni
+++ b/ cas-server - webapp/ pom xm
@ -203,7 +203,15 @@
<artifactld>cas-server-integration-nmencached</artifactld>
<versi on>${ proj ect. versi on} </ versi on>
<type>j ar</type>
</ dependency>
</ dependency>

<dependency>
<groupl d>org. j asi g. cas</ gr oupl d>
<artifactld>cas-server-extension-clearpass</artifactld>
<versi on>${ proj ect. versi on} </ versi on>
<type>j ar</type>

</ dependency>

+ o+ o+ o+ o+ o+ o+

</ dependenci es>

diff --git alcas-server-webapp/src/ mai n/ webapp/ VEB- | NF/ depl oyer Confi gCont ext . xml b/ cas-server-webapp/ src/ main
/ webapp/ VEEB- | NF/ depl oyer Conf i gCont ext . xni
i ndex a03381b..1d1f5a5 100644
--- alcas-server-webapp/ src/ mai n/ webapp/ VEEB- | NF/ depl oyer Conf i gCont ext . xmi
+++ b/ cas- server-webapp/ src/ mai n/ webapp/ WEB- | NF/ depl oyer Conf i gCont ext . xm
@»-53,7 +53,7 @@
class="org.j asig.cas. aut henti cation. Aut henti cati onManager | npl ">

<!'-- Uncomment the netadata populator to allow clearpass to capture and cache the password
- This switch effectively will turn on clearpass
+ This switch effectively will turn on clearpass. -->
<property nanme="aut henti cati onMet aDat aPopul at ors" >
<list>

<bean cl ass="org.j asi g. cas. extensi on. cl ear pass. CacheCredent i al sMet aDat aPopul at or ">
@-61,7 +61,6 @@
</ bean>
</list>
</ property>
- -->

<l--
| This is the List of Credential ToPrincipal Resolvers that identify what Principal is
trying to authenticate



@ -269,4 +268,21 @@
</[list>
</ property>
</ bean>

+
+
+ <bean id="cl ear PassProxyList" class="org.jasig.cas.client.validation.ProxyList">
+ <constructor-arg>
+ <list>
+ <val ue>https://ent.univ-ville.fr/uPortal/CasProxyServlet</val ue>
+ <val ue>https://entl.univ-ville.fr/uPortal/CasProxyServlet</val ue>
+ <val ue>https://ent2.univ-ville.fr/uPortal/CasProxyServlet</val ue>
+ <val ue>https://ent3.univ-ville.fr/uPortal/CasProxyServlet</val ue>
+ <val ue>https://ent4.univ-ville.fr/uPortal/CasProxyServlet</val ue>
+ </list>
+ </ constructor-arg>
+ </bean>
+
+
</ beans>

diff --git alcas-server-webapp/src/ mai n/ webapp/ VEEB- | NF/ spri ng- confi gurati on/cl ear pass-configuration. xni
server - webapp/ src/ mai n/ webapp/ VEEB- | NF/ spri ng- confi gurati on/cl ear pass-confi guration. xm

new file node 100644

i ndex 0000000. . 3af b508

--- /dev/null

+++ b/ cas- server-webapp/ src/ nai n/ webapp/ VEB- | NF/ spri ng-confi guration/cl ear pass-confi guration. xm
@-0,0 +1,116 @@

+<?xm version="1.0" encodi ng="UTF-8"?>

+<!--

Li censed to Jasi g under one or nore contributor |icense
agreenents. See the NOTICE file distributed with this work
for additional infornmation regarding copyright ownership.
Jasig licenses this file to you under the Apache License,
Version 2.0 (the "License"); you may not use this file
except in conpliance with the License. You nmay obtain a
copy of the License at the follow ng | ocation:

http://ww. apache. org/licenses/LI CENSE- 2.0

Unl ess required by applicable | aw or agreed to in witing,
software distributed under the License is distributed on an
"AS | S" BASIS, W THOUT WARRANTI ES OR CONDI TI ONS OF ANY
KIND, either express or inplied. See the License for the
speci fic | anguage governing perm ssions and linitations
under the License.
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+-->
+<beans xm ns="http://ww. springfranmework. or g/ schema/ beans"

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xm ns: p="http://ww.springframework. or g/ schena/ p"

xm ns: sec="http://ww. springfranmework. org/ schema/ security"
xm ns:util="http://ww.springfranework. org/schema/util"
xsi : schemaLocati on="

. 1. xsd

+ W+ + o+ o+ o+ o+

security-3.1.xsd">

<bean id="CPserial Transcoder" cl ass="net.spy.nmencached. transcoders. Seri al i zi ngTranscoder"
p: conpressi onThr eshol d="2048" />

<bean id="credenti al sCache" cl ass="net.spy. nentached. CacheMap" >
<constructor-arg index="0">
<bean cl ass="net. spy. menctached. spri ng. Menctachedd i ent Fact or yBean"
p: servers="1 ocal host: 11211"
p: pr ot ocol =" Bl NARY"
p: | ocat or Type="ARRAY_MOXD"
p: fai |l ureMbde="Redi stri bute"

S T T T T T

b/ cas-

http://ww. springfranmework. org/ schema/util http://ww. springfranmework. org/schema/util/spring-util.xsd
http://ww. springfranework. org/ schena/ beans http://ww. springfranmework. org/ schema/ beans/ spri ng- beans-

http://ww. springfranework. org/ schenma/ security http://ww. springfranmework. org/ schema/ security/spring-



+ p:transcoder-ref="CPserial Transcoder" >
+ <property nanme="hashAl g">
+ <util:constant static-field="net.spy.nmencached. Def aul t HashAl gori t hm FNV1A 64_HASH' />
+ </ property>
+ </ bean>
+ </ constructor-arg>
+ <constructor-arg index="1" val ue="7200" /> <!-- this is the tineout for the cache in seconds -->
+ <constructor-arg index="2" value="clearPass_" /> <!-- this is the prefix for the keys stored in the
map -->
</ bean>
<l--
NOTE:
Nanme of delegated ticket registry bean in ticketRegistry.xm nust be "ticketRegistryValue."
-->

<bean id="ticketRegistry" class="org.jasig.cas.extension.clearpass. Ti cket Regi stryDecorat or">
<constructor-arg index="0" ref="ticketRegi stryVal ue"/>
<constructor-arg index="1" ref="credential sCache"/>

</ bean>

<l-- inplenentation of the clear pass vending service -->

<bean id="cl earPassController" class="org.jasig.cas.extension.clearpass. Cl earPassControl |l er">
<constructor-arg index="0" ref="credential sCache"/>

</ bean>

<bean i d="handl er Mappi ngCl ear Pass" cl ass="org. spri ngf ranewor k. web. servl et. handl er. Si npl eUr | Handl er Mappi ng"
p: al waysUseFul | Pat h="true">
<property name="mappi ngs">
<props>
<prop key="/cl ear Pass">
cl ear PassControl | er
</ prop>
</ props>
</ property>
</ bean>

<l-- Security configuration -->
<bean i d="cl ear PassFil ter Chai nProxy" class="org.springfranework.security.web.FilterChai nProxy">
<sec:filter-chai n-nmap request-natcher="ant">
<sec:filter-chain pattern="/cl ear Pass"
filters="casValidationFilter, httpServl et Request Wappi ngFilter"/>
</sec:filter-chain-nap>
</ bean>
<I-- NOTE:
It is dangerous to include a non-proxied CAS Filter for protecting /clearPass. Non-proxied CAS Filters
like AuthenticationFilter don't honor the Filter chain proxy protection nechani smand, worse yet
al | ow access to the
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+ | ogged on user's cleartext password. It could be useful to enable this bean for easy testing of
cl earPass functionality however.-->
+ <l--

+ <bean id="casAuthenticationFilter" class="org.jasig.cas.client.authentication.AuthenticationFilter">
+ <property name="casServerLogi nUrl" val ue="${cas. securityContext.casProcessingFilterEntryPoint.|oginUl}"/>
+ <property name="server Nane" val ue="${server.nane}"/>
+ </ bean>
+ -->
+ <l--
+ NOTE:
+ A bean naned cl ear PassProxyLi st nust be defined in depl oyerConfigContext.xnl that defines
+ the list of proxying services authorized to obtain clearpass credentials.
+ -->
+ <bean id="casValidationFilter" class="org.jasig.cas.client.validation
Cas20Pr oxyRecei vi ngTi cket Val i dationFil ter">
<property name="server Name" val ue="${server.nane}"/>
<property name="excepti onOnValidationFailure" value="fal se"/>
<property name="useSessi on" value="true"/>
<property name="ticket Val i dator">
<bean cl ass="org.j asig.cas.client.validation.Cas20ProxyTi cket Val i dat or">
<constructor-arg index="0" val ue="${server.prefix}" />
<property nanme="al | owedPr oxyChai ns" ref="cl ear PassProxyList" />

+ o+ o+ o+ o+ o+ o+



</ bean>
</ property>
</ bean>

<bean id="httpServl et Request Wappi ngFilter" class="org.jasig.cas.client.util.HttpServletRequest WapperFilter"
>

+ S+ o+ o+ o+ o+

+</ beans>
diff --git alcas-server-webapp/src/min/ webapp/ WEB-| NF/ web. xml b/ cas- server - webapp/ src/ mai n/ webapp/ VEB- | NF/ web
xm
i ndex 642feb2..ed8ae29 100644
--- al cas-server-webapp/ src/ mai n/ webapp/ WEB- | NF/ web. xmi
+++ b/ cas- server-webapp/ src/ nmai n/ webapp/ WEB- | NF/ web. xni
@@ -55,6 +55,17 @@
<url -pattern>/services/*</url-pattern>
</filter-mappi ng>

<filter>
<filter-nanme>cl ear PassFi |t er Chai nProxy</filter-nanme>
<filter-class>org. springframework.web.filter.Del egati ngFilterProxy</filter-class>
</filter>
<filter-nmppi ng>
<filter-name>cl ear PassFi |t er Chai nProxy</filter-name>
<url-pattern>/clearPass</url-pattern>
</filter-mppi ng>

i I T I

<filter>
<filter-name>characterEncodi ngFilter</filter-name>
<filter-class>org. springframework.web.filter.Del egatingFilterProxy</filter-class>
@@-213,7 +224,12 @@
<servl et - name>cas</ servl et - nane>
<url - pattern>/cl earaut h</url - pattern>
</ servl et - mappi ng>

<servl et - mappi ng>

<servl et - name>cas</ servl et - nane>

<url - pattern>/cl ear Pass</url - pattern>
</ servl et - mappi ng>

+ o+ o+ o+ o+ o+

<session-config>
<l-- Default to 5 minute session tinmeouts -->
<sessi on-ti meout >5</ sessi on-ti neout >
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